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ABSTRACT

NoSQL databases outperform the traditional RDBMS due to their faster retrieval of large volumes
of data, scalability, and high performance. The need for these databases has been increasing in
recent years because data collection is growing tremendously. Structured, unstructured, and
semi- structured data storage is allowed in NoSQL, which is not possible in a traditional database.
NoSQL needs to compensate with its security feature for its amazing functionalities of faster data
access and large data storage. The main concern exists in sensitive information stored in the data.
The need to protect this sensitive data is crucial for confidentiality and privacy problems. To
understand the severity of preserving sensitive data, recognizing the security issues is important.
These security issues, if not resolved, will cause data loss, unauthorized access, database crashes
by hackers, and security breaches. This paper investigates the security issues common to the top
twenty NoSQL databases of the following types: document, key-value, column, graph, object-
oriented, and multi-model. The top twenty NoSQL databases studied were MongoDB, Cassandra,
CouchDB, Hypertable, Redis, Riak, Neo4j, Hadoop HBase, Couchbase, MemcacheDB, RavenDB,
Voldemort, Perst, HyperGraphDB, NeoDatis, MyOODB, OrientDB, Apache Drill, Amazon, and
Neptune. The comparison results show that there are common security issues among the
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Apache Drill.

databases. SQL injection security issues were detected in eight databases. The names of the
databases were MongoDB, Cassandra, CouchDB, Neo4j, Couchbase, RavenDB, OrientDB, and

Keywords: NoSQL; security issues; document;
model databases.

1. INTRODUCTION

Not Only SQL (NoSQL) was originally introduced
by Carlo Strozzi, which is an open-source
database that stores data in the form of shell
scripts and ASCII files in place of SQL [1]. These
databases are mainly non-relational database
systems which uses BASIC (Basically Available,
Soft State, Eventual consistency) properties,
whereas traditional RDBMS uses ACID
(Atomicity, Consistency, Isolation, Durability)
properties [2,3,4]. The most common advantages
of the NoSQL databases are faster data reading
and writing, large volume data storage, cost-
effectiveness, flexible structure and easier
expansion [5,6]. They are used in numerous
fields including manufacturing, health care,
bioinformatics, social media/network and e-
commerce. NoSQL was mainly used to address
the drawbacks of RDBMS in web applications;
the drawbacks were related to performance and
scalability [2,4]. Additionally, NoSQL databases
handle huge data with high performance,
flexibility, and availability [7]. MySQL and
MongoDB databases were compared using
Yahoo! Cloud Serving Benchmark. The results
supported NoSQL MongoDB for its performance.
However, the researchers also emphasize that
choosing a database is purely based on the
parameters such as the size of the environment,
read or write performance, extensibility,
coherence, redundancy, and replication. The
main intention for any organization to select a
NoSQL database is for performance [8].

An enterprise’s performance solely depends on
which NoSQL database has been selected
because deciding on a perfect one from a list of
the 225 NoSQL databases available is a
challenging task [9]. Gessert [10] proposed a
strategy to select from the variety of NoSQL
databases based on the organizations'
requirements. The requirements were classified
based on data access for fast lookups,
complex querying, data volume, and query
pattern. For example, Redis and Memcache
single-node databases are more suitable for
organizations with a single machine occupying all
the data.

key-value; column; graph; object-oriented; multi-

Whereas organizations looking for traditional
RDBMS or graph databases can choose Neo4J.
RDBMS and NoSQL databases are mostly
compared to guide Big Data and Cloud
Computing companies in choosing a best
database (Matallah et al., 2017).

Deka [11] performed a thorough analysis of
system capability comparisons for fifteen NoSQL
databases based on storage types such as
column, document, key-value/tuple, data grid
cloud, and MySQL. The system capability
comparisons contemplated were data-handling
techniqgues and billing practices. Similarly,
Okman et al. [12] addressed the main security
issues common to two types of NoSQL
databases; Cassandra (column type) and
MongoDB (document type). The security issues
were related to encryption, lack of authorization
related to role-based access control (RBAC),
SQL injection, poor authentication, and Denial of
Service attacks (DOS). However, there has been
no evidence or information provided by the
research studies that discusses the comparison
of security issues common to all types of
databases. There has not been enough
explanation for not considering all types of
NoSQL databases to compare security issues,
amidst the security attacks being reported
recently in the Common Vulnerabilities and
Exposures (CVE) website. This raises a question
if there are common security issues among all
types of databases or if only Cassandra and
MongoDB are having common security issues.
Most of the big data platforms by default use
NoSQL databases and do not have inbuilt
security as implemented in traditional RDBMS
[13]. The need for built-in security for NoSQL
databases is important to prevent future security
attacks; because big data applications using
NoSQL databases are prone to severe security
issues which may result in the destruction or
misuse of any kind of data [14].

This study intends to find and compare the
common security issues existing among all types
of NoSQL databases. Hou et al. [14] proposed a
defense solution and detective mechanism for
MongoDB to prevent Javascript and HTML
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injection attacks. One interesting observation
made was that there is not sufficient proof of
whether this solution can be applied to all types
of NoSQL databases. Are these attacks
occurring in key- value/tuple, data grid cloud, and
MySQL type of databases? This research study
will help in finding the gap to discover a firm
solution common to all types of NoSQL
databases. A comparison of the security attacks
will be based on real-time issues reported.
NoSQL database’s demand on high scalability
and availability due to storage and data is
increasing rapidly [12]. The emphasis should be
given to discover different methods to find one
common solution for security issues and to
implement built-in security for all types of NoSQL
databases.

There has been research conducted describing
the major functionalities of NoSQL databases.
However, very limited research related to
security issues of all NoSQL databases has been
conducted. The goal of this study is to explore
and compare common security issues existing
among all types of NoSQL databases. Here,
types of NoSQL databases considered are key-
value store, document store, column-family, and
graph databases [15]. Additionally, object-
oriented, and multi-model NoSQL database
types are explored. Noiumkar and Chomsiri [16]
studied security issues in MongoDB, Cassandra,
CouchDB, Hypertable, and Redis. Security
issues dating back to the year 2014 were
reported for MongoDB, CouchDB, and
Cassandra. Researchers mention that there was
no security issue reported for Hypertable and
Redis. The research was from the year 2014 and
covers only five open source databases of
categories document, key-value, and column;
graph database is missing. Additionally, there is
no information given about any security patches,
upgrades, fixes, and solutions for the issues
reported. This study intends to find the security
issues occurring in the top 20 NoSQL databases
for the year 2020 and explore if the issues are
common to all the databases. Additionally, this
research will further analyze to find if the solution
or fix was applied to these security issues. To
build the common security mechanism, it is
necessary to find common security issues
existing across all types of NoSQL databases.

Okman et al. [12] explored the reason for
Amazon and Google to promote the NoSQL
databases, reasons included large data increase,
storage increase, provide high availability, and
scalability. The advantages of the NoSQL

database are extensive market interest and
faster retrieval of information to the user. As the
architecture for NoSQL is not relational, this
poses security risks for sensitive information. The
researchers report issues related to encryption,
authorization, denial of service attacks, and SQL
injections in two commonly used NoSQL
databases, MongoDB, and Cassandra. The
study by Okman et al. [12] clarified the
importance of preventing security attacks
because online transactions have enormous
sensitive information. Delay in addressing any
security issue will lead to loss of sensitive
information, security breaches, database crashes
by hackers and unforeseen damage to
organizations using NoSQL databases. One of
the aims of this study is to discover the
unexplored common security issues among
document, key-value, column- family, and graph
database. Application designers, developers, and
NoSQL database administrators would be most
benefited to implement a solution for inbuilt
security features common to the NoSQL
database. Finding security issues in this study
will even help the customers to make the correct
decision to buy a perfect NoSQL database which
is of a less threat to their application [16].

2. LITERATURE REVIEW

This study focuses on exploring and analyzing
the unexplored security issues common to all
types of NoSQL databases. The four main
topics identified to establish the viability for
exploring the common security issues are
document, key-value, column-family, and graph
database. Exploring the literature in connection
with the research problem stated led to the
detecting of diverse research studies which
helped to hypothesize the four constructs that
are document, key-value, column-family, and
graph database (Lin et al., 2016c). Each type
of NoSQL database reports its various security
issues. Understanding these security issues will
help in decision making for customers buying the
product, application designers, developers, and
database administrators. Key-value, column, and
document are the most used NoSQL databases
[17].

2.1 Document Database

NoSQL’s document data model is considered to
be robust and beneficial to represent complex
information; Amazon’s SimpleDB mechanism is
based on long text-based attribute content
(document), document serialization, and indexing
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with a key [17]. This mechanism is schema-
less, which helps in heterogenous semi
structured data storage and high flexibility.
The reference keys in the document-
oriented database are similar to a foreign key in
RDBMS [18]. The keys are unique and
are associated with each document collection
[19].

Hou et al. [14] selected a document database
called MongoDB to study the mechanism and its
security concerns. Their article explored a type of
security attack called preparatory step attack
which raised security concerns for the MongoDB
NoSQL database. Further, the researchers
describe the importance of solving this type of
NoSQL database injection by providing defense
and detection solutions by understanding the
mechanism of MongoDB. Another study by
Kumar and Garg, [20] explains that NoSQL
document base MongoDB has its own set of
vulnerabilities, one of them being unauthorized
access to the filesystem and sensitive
information data leakage. This security issue was
analyzed by using different cryptographic
techniques, encryption, and decryption execution
time. Tian et al. [21] performed a deep analysis
of data encryption in MongoDB to propose a
transparent middleware implementation to
secure sensitive data. This research throws light
on transparent encryption and decryption of
dataset level and its storage implementation in
MongoDB applications. CouchDB is a document
database with document re- distribution, high
scalability, and availability [22]. Security features
for CouchDB include encryption and CRUD
features to authenticate between the client and
server [16]. Researchers reported an interesting
vulnerability, where the hackers crashed the
CouchDB servers by sending just one line of
command.

2.2 Key-value Database

Large scale data-intensive application in
commercial, academic, e-commerce platforms,
picture stores, and web object caching opt for
high-performance  key-value store NoSQL
databases [23]. The advantages of key-value are
size, index memory efficiency, and scalability.
Different kinds of key-value databases are Redis,
Tokyo Cabinet- Tokyo Tyrant, and Flare [5].
Voldemort, DynamoDB, and Hypertable are also
key-value databases (Deka, 2014).

Research by Zaki and Indiramma [24] completely
concentrates on Redis a key-value type NoSQL

database. The database's key features and
security drawbacks are also explored. They
proposed an algorithm that performs encryption
and decryption faster than other algorithms. The
solution implemented makes Redis more secure
to be adopted in real- time and multimedia
related applications. The most famous key-value
database is Amazon’s DynamoDB known for its
scalability and no downtime (Deka, 2014). Miiller
et al. [25] experimented on DynamoDB and
Transport Layer Security (TLS). The results
showed no degradation in performance; hence
the authors recommend using DynamoDB only
with TLS activated.

2.3 Column Database

Column databases are well known for their high
performance and business intelligence
processing; commonly used column databases
are HBase, HadoopDB, Cassandra, Hypertable,
Bigtable, and PNUTS [5].

Cassandra is the database implemented by
Facebook with features of fault tolerance, high
availability, and scalability [26]. The authors cite
security concerns of Cassandra as weak
password  encryption, DOS, and CQL
(Cassandra Query Language) injection. HBase is
a column database which has its native
encryption features built-in. The experiment by
Pallas et al. [27] showed degradation in
performance when security features enabled for
data confidentiality; the cost was 90% for one of
the test results.

2.4 Graph Database

The data is represented in the form of graphs,
such databases are used by social media
networks [15]. The graphs are also extensively
used for website link structures, and field of
biology for protein, metabolic, gene, genetic, and
chemical mapping [28]. Hulburt [29] describes
the importance of failing to protect the privacy of
personal data, and redundancy in providing
accurate information for future predictions (for
example weather forecast) would make the
highly reliable graph databases worthless. The
author gives a classic example of faulty
prediction causing the wrong distribution of
resources during disaster relief. Research by Di
Martino et al. [30] was the only paper that
discusses a graph database called InfluxDB
which  outperforms both Cassandra and
MongoDB. Neo4J is a graph database with SSL
as its only security feature [26].
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2.5 Multi-model Database

Orientdb.org describes the multi-model database
as a database management system that
supports document, key- value, graph, and
object models. Such databases help in speed
and scalability as this database operates as one
and providing features of all four models.
OrientDB is a classic example of this type of
database.

2.6 Object-oriented Database

Information collected from neodatis.wikidot.com
explain their main objective to develop Neodatis
an object-oriented NoSQL database. Here the
data retrieval does not use tables, instead relies
on objects. Advantages are simple, fast data
access and retrieval, reliability, ease of use, easy
integration, and multi- platform. The most
important benefit is data is always available as it
is stored in XML format; this helps in both import
and export of the data. MyOODB is another
object-oriented database that is among the top
20 NoSQL databases.

Okman et al. [12] compare security issues
between two categories of database document
(MongoDB) and (Cassandra). Muller [25] covers
an important aspect related to neglecting the
security mechanisms in the NoSQL systems.
DynamoDB, Cassandra, HBase, MongoDB, and
Voldemort are studied to propose a solution
based on the degree of vulnerability and security
attacks. Amazon DynamoDB and an Apache
Cassandra were given more coverage to test the
solution  implemented.  Sahafizadeh  and
Nematbakhsh [26] conducted a survey to study
security issues in MongoDB, Cassandra,
CouchDB, HBase, HyperTable, Voldemort,
Redis, DynamoDB, and Neo4J. However, the
survey reported a possibility of the security
attacks (script injection and DOS) based on the
security features of each category of the
databases; no real-time security issues or
solutions were discussed. The security features
were authentication, authorization, and data
encryption. It was observed from the literature
review that although there have been newer
NoSQL databases researched for security
issues, MongoDB and Cassandra were the most
commonly studied databases. It can be learned
that security issues do exist among different
types of NoSQL databases and few
previous research studies have compared
security issues among the same type of NoSQL

databases. However, there is no proof
explaining if the issues reported in MongoDB
was found in CouchDB, both the databases
fall in the category of document database.
Hence the need to study common security
issues for all types of NoSQL databases is
required.

3. METHODOLOGY
3.1 Approach

Grounded Theory Methodology (GTM) is used as
the research design. The initial phase of this
study involved researching the types of NoSQL
databases, selecting the databases for this
study, and researching the resources where the
security issues for NoSQL are reported. All of
this information was gathered from the literature
review process. Open coding was used for the
initial phase. The second phase of the study
utilized focused coding. The second phase
involved analyzing the various security issues
collected from the resources. Careful
observations and comparisons of security issues
between the NoSQL databases were followed
comprehensively. This approach is taken
because unexplored common security
issues should be unearthed, which requires
focused and detailed analysis. The
results acquired from second phase helped
decide that the third phase is not required for this
study.

3.2 Data Collection

Theoretical sampling method is used in this
research study. Top 20 database names were
selected from a website called Big Data Analytics
News (BDAN) for the year 2020 [16]. The sample
for this research study was data retrieved from
websites that report the latest NoSQL security
issues. The websites are SecurityFocus, exploit-
DB, Redhat, CVE, and CVE details [16].
Additional websites for data collection are
community.neo4j.com, couchbase.com,
couchdb.apache.org, orientdb.com, and
issues.apachedb.org. This study was conducted
as a contrived study using the researcher’s
laptop or desktop as an environment in which the
subjects were normally studied.

A list of company names for each NoSQL
database was obtained from websites called
HG Insights (www.discovery.hgdata.com) and
StackShare (stackshare.io).
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3.3 Research Questions

Research questions for this study are:

* RQ1: Are there common security issues
occurring among all types of NoSQL
databases?

* RQ2: Are solutions provided for
common security issues?

these

3.4 Milestone

A total of 40 to 50 days was required to finish the
data collection and analysis. The first 10 to 15
days were dedicated to find if manual data
collection will work for all the five database types.
Manual data collection worked as per schedule,
and no additional time was required to write an
automated script for data collection. The next 15
days were used to sort and organize the data
collected. The last 15 days were used to
evaluate the data and collect the necessary
additional details.

3.5 Resources

Windows 10 (8u51 and above) 64-bit operating
system, high-speed internet, Google Chrome
(version 86 & 64 bit), and Microsoft Excel was
used for this research.

4. RESULTS AND DISCUSSION

Tables 1 and 2 in the Appendix give a
comparison of the types of databases and their
security issues. Table 3 gives the list of
companies using these NoSQL databases.
Below sections a) through f) explain common
security issues found with each type of NoSQL
database. This will help the developers to find a
solution to design better security solutions for
each type of database. In the summary section
findings of security issues common to all types of
databases are described. This will help in
designing an in-built common security solution
for all types of databases.

4.1 Document Database

Document database reported security issues
such as cross- site scripting (XSS) attacks,
denial of service (DOS), code execution, bypass
something, gain information, gain privileges,
cross-site  request forgery (CSRF), SSL
vulnerability. CouchDB and Couchbase have
common security issues such as XSS, DOS,
code execution, gain privileges, and gain
information. However, MongoDB, CouchDB, and

Couchbase have three security issues in
common: DOS, code execution, and gain
information. From 2017 to 2019 more number of

code execution issues in Couchbase and
CouchDB was related to Remote Code
Execution (RCE) compared to local code

execution.  Additionally, both MongoDB and
CouchDB were facing security issues such as
Bypass something and gain information. CSRF
and SSL vulnerability issues were only observed
in Couchbase.

4.2 Key-value Database

Key-value database reported issues such as
man-in-the- middle attack, DOS, undocumented
service access, HTTP request smuggling, XML
external entity (XXE), code execution, bypass
something, gain information, overflow, and
memory corruption. Cassandra, Redis, and
MemcacheDB were databases with common
security issues such as DOS and code
execution. Redis and MemcacheDB faced issues
such as bypass something and overflow.
Whereas Cassandra additionally had security
issues such as man-in-the-middle attack,
undocumented service access, HTTP request
smuggling, XML external entity (XXE) which
were not reported by Redis, Riak, MemcacheDB,
and Voldemort.

4.3 Column Database

Column databases reported XSS, DOS, gain
information, directory traversal and overflow.
Surprisingly, there were no common security
issues observed between Hypertable and
Hadoop Hbase.

4.4 Graph Database

Among the three graph databases Neo4J,
HyperGraphDB, and Amazon Neptune, only
Neo4J reported security issues. XXE and CSRF
are two security issues faced by Neo4J.

4.5 Object-oriented Database

Object-oriented databases such as Perst,
Neodatis, and MyOODB did not report any
security issues.

4.6 Multi-model Database

OrientDB, a multi-model database, faced security
issues such as code execution, gain information,
and CSRF.
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Apache drill which supports all types of NoSQL
databases, reported issues such as XSS and
gain information [31,32]. SQL injection
vulnerabilities in MongoDB as reported by
cve.mitre.org, allows an unauthenticated attacker
to authenticate and access data. Remote
Command Execution (RCE) allows the hacker to
access the complete database server and log
files that have sensitive information. The
couchbase.com website reports that the latest
version of the CouchBase server is prone to this
RCE kind of vulnerability. The attacker hacks the
credential details stored in the format of “magic
cookie” in the server log files. Next, the attacker
will have complete control to run operating
system level commands.

Code execution is the security issue that was
common in four NoSQL database types;
document, key-value, graph, and multi-model.
Gain information is the security issue common to
five types of NoSQL databases; document, key-
value, column, multi-model, and Apache Dirill
(this one database supports all types of NoSQL
databases). Denial of Service (DOS) attack is
common in three types of NoSQL databases:
document, key- value, and column [33,34]. XSS
attack is common to three types of NoSQL
databases: document, column, and Apache Dirill.
Most of the key-value databases did not face the
SQL injection security issue. The reason a
security company named sqreen reports is that
Redis uses JSON to query for interpretation
instead of SQL. SQL injection issues were
common to document, key-value (Cassandra),
graph, and multi-model types of databases.
Apache Drill also faced SQL injection attacks.

XXE security issue was common to key-value
and graph types of databases. Bypass
something security issue is common to document
and key-value database. Directory traversal
security issues were common in document and
column type of NoSQL databases. However, only
document and key-value have overflow security
issues to be common in both the databases.
Finally, it was learned that CSRF security issue
was common in three types of NoSQL
databases: graph, multi- model, and document.

5. CONCLUSION

The demand for NoSQL databases has seen a
tremendous increase in recent years. The need
for these databases is mainly due to both the
customer's requirement for a better user
experience and companies fulfilling their

requirements by providing loads of information
with no wait time (faster data retrieval). All the
amazing advantages of NoSQL are susceptible
to security issues as well. This poses risk to
users with all the sensitive information which is
displayed or transacted online. This study
analyzed security issues common to six types of
NoSQL databases: document, key-value,
column, graph, object-oriented, and multi-model.
There were security issues common to different
types of NoSQL databases. One observation
worth mentioning is, five NoSQL database types
document, key-value, column, multi-model, and
Apache Drill have gain information as a common
security issue. Similarly, code execution, DOS,
and XSS were common to three to four types of
NoSQL databases. Remote code execution
issues reported outnumbered local code
execution in CouchBase and CouchDB. Apache
Drill is the only database in the top 20 databases
which supports all types of NoSQL database.
Database designers can think of solutions for
built-in security for Apache Dirill. It will form a
“one solution fits all” concept because Apache
Drill supports all types of NoSQL databases.

The limitations of this study are only the top 20
NoSQL database types were considered for this
study. Few famous databases commonly used
by Google, and Amazon were studied. Data were
manually collected from the vulnerability
websites. A detailed list of solutions for the
security issues was not gathered.

Future work will include all 225 NoSQL
databases, provided a script is written to avoid
the manual collection of data. If the security fixes
applied to these security issues are common to
all types of NoSQL databases has scope for
further investigation.
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APPENDIX
Table 1.
Name Type Security Issues
SQL XSS Man in the DOS Undocume HTTP request XXE Code execution
injection middle attack nted service smugglin g
access

MongoDB Document Yes Yes Yes
Cassandra Key-value Yes Yes Yes Yes Yes Yes Yes
CouchDB Document Yes Yes Yes Yes (RCE)
Hypertable Column
Redis Key-value Yes Yes
Riak Key-value
Neo4j Graph Yes Yes Yes
Hadoop Column Yes Yes
HBASE
Couchbase Document Yes Yes Yes Yes (RCE)
MemcacheDB Key-value Yes Yes
RavenDB Document Yes
Voldemort Key-value
Perst Object- Oriented
HyperGraphD B Graph
NeoDatis Object- Oriented
MyOODB Object- Oriented
OrientDB Multi-model Yes Yes
Apache Drill Supports all types  Yes Yes

of DB
Amazon
Neptune Graph
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Table 2.
Name Type Security Issues
Bypass Gain Gain Directory Overflow  Memory Cross-site request  SSL
Somethin g  Privileges Informatio n traversal corruptio n forgery (CSRF)

MongoDB Document Yes Yes
Cassandra Key-value
CouchDB Document Yes Yes Yes Yes
Hypertable Column
Redis Key-value Yes Yes Yes Yes
Riak Key-value
Neo4j Graph Yes
Hadoop Column Yes Yes
HBASE
Couchbase Document Yes Yes Yes Yes Yes
MemcacheDB Key-value Yes Yes
RavenDB Document
Voldemort Key-value
Perst Object- Oriented
HyperGraphD B Graph
NeoDatis Object- Oriented
MyOODB Object- Oriented
OrientDB Multi-model Yes Yes
Apache Drill Supports all types Yes

of DB
Amazon Graph
Neptune
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Table 3.

Name Type Company names
MongoDB Document Uber, Lyft,LaunchDarkly, Delivery Hero, Stack, Accenture, Bepro Company, ViaVarejo
Cassandra Key-value Uber, Facebook, Netflix, Instagram, Spotify, Instacart, reddit, Accenture
CouchDB Document Awin, Our Stack, Digittal services
Hypertable Column Rediff.com, Ayima, baidu.com, Belvedere trading, Dehems, EPICS, Geliyoo, UCSF diagnoostics
Redis Key-value Atlassian, gardenbed, ASP.NET Boilerplate, Favorites
Riak Key-value Sentry, SendGrid, Nitanix, XING, Ambush Consulting
Neodj Graph Unitedhealth Group, Nokia, Cisco, Northrop Grumman, National Geospatial-Intelligence

Agency, KeyBank
Hadoop HBASE Column Pinterest, Hepsinbutada, Hubspot, JVM Stack, Awin, Tumblr
Couchbase Document Oxylabs, Agoda, UNIQLO, Immowelt AG, Checkout.com
MemcacheDB Key-value Facebook, Pinterest, Instagram, Twitter, Udemy, Shopify, Instacart, Slack
RavenDB Document Ezy, My Stack
Voldemort Key-value Apple, Peraton, Akamai Technologies, Livelntent, Cyber Defense Solutions
Perst Object-Oriented Java applications, Microsoft .NET framework applications
HyperGraphDB Graph Server side and desktop java applications, Bioinformatics, Semantic web, Network research
NeoDatis Object-Oriented JConcept, NovaDutra, Tabula frame, Kasper Hansen, eSeller, Redmine android application
MyOODB Object-Oriented Developers, Financial and Insurance Industry, Information Technology, Science/Research
OrientDB Multi-model NVIDIA, Battelle, Mouser Electronics, Roblox, NV Energy, Idaho National Laboratory
Apache Drill Supports all types of DB JPMorgan Chase, Verisk Analytics, Unitedhealth Group, TeleTracking Technologies, HIS Markit, Deep

Amazon Neptune

Graph

Lens, Compile Inc, Clarisights, Alpha Vertex
Thomson Reuters, NBC Universal, Herren, Geniusee, FetchyFox, extractBot, juncture,Industrial
Inference, SEQL Tech Stack.
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