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ABSTRACT 
 

The advent of technology has revolutionized systemic approach to issues and methodology in 
different areas of life. Technological apparatus has stepped up human performance and efficiency 
in transportation, agriculture, entertainment, resource management, training, assessment and other 
areas of man’s endeavour. Specifically, educational assessment has witnessed a shift in paradigm. 
Since the traditional approaches to examination suffer in areas of security and standard, they are 
now being replaced in several places with electronic-based methods which have helped human 
factors in efficient service delivery. Existing electronic-based examination use PIN, password or 
token for authorization and they are susceptible to different forms of irregularities ranging from 
impersonation to other related practices. The research reported in this paper focused on the 
development of a platform that uses fingerprint-based technology for authenticating electronic-
based examination takers with a view to improve on security and control. The platform uses 
suitable mathematical models for fingerprint database, enhancement, feature extraction and 
pattern matching. A prototype of the platform was subjected to evaluation using fingerprints from 
different scanners and 500 research subjects. Analysis of results on error rates and matching 
speed revealed the suitability of the proposed platform. 
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1. INTRODUCTION 
 
Examination is defined as observation, 
evaluation or short written or spoken activity that 
is based on a series of questions or exercises for 
establishing the quality, performance or reliability 
of an individual, especially before it is taken into 
use. In the education line, examination is used 
for measuring the skill, knowledge, intelligence, 
capacities or aptitudes of an individual or group. 
A standardized examination requires all takers to 
answer the same questions from common bank 
of questions in the same way and return scores 
in a standard or consistent manner, which 
guarantees comparative analysis on relative or 
individual performance basis. Some of the 
existing examination techniques include in-class 
activities, quizzes, class deliverables, 
examinations, papers, projects, presentations 
and portfolios. Examinations based on these 
conventional methods are time-consuming, lack 
sufficient level of availability and do not measure 
real-world skills effectively. Electronic-based 
examination (e-exam) system relies on the use of 
information technology for any examination-
related activity and is conducted using a personal 

computer or any other electronic platform or 
device, in which the delivery, responses and 
assessment are controlled electronically. An e-
exam system is conceptualized in Fig. 1 [1]. 
 
Two major modes for e-exam delivery are offline 
and online. With the offline mode, a computer 
based assessment is delivered without the use of 
Internet and is strictly operated on machine 
software and authentication information on single 
Personal Computer (PC). The online mode 
involves the usage of an internal network (or the 
Internet) and its distributed authentication 
servers to locally provide access to the question 
banks through server-client interactions among 
computers in the network [2-3]. E-exam is noted 
for its timeliness, on-line real-time capabilities 
and flexibility of scoring, location and timing, 
diversity in question type or format and lower 
long-term cost. It is also known for its reliability, 
impartiality, storage efficiency, enhanced 
question styles and safety of scripts [4]. 
 
The conventional techniques for access rights 
and privileges for e-exam include knowledge and 
object-based authentication methods. While the

 

 
 

Fig. 1. Electronic-based e-exam system 
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knowledge-based approach verifies users on the 
basis of their knowledge of very popular scheme 
such as username and password, the object-
based approach authenticates individuals 
through the use of identity objects or physical 
devices such as magnetic, electronic and 
Integrated Circuit (IC) cards [5]. A conventional 
authentication system for electronic-based 
examination is presented in Fig. 2. 
 

 
 

Fig. 2. A conventional e-test authentication 
system 

 
The conventional techniques are susceptible to 
share and transfer which pose as major threats 
and challenges to institutions and administrators 
administering electronic examination [6]. 
 
2. BIOMETRICS-BASED AUTHENTICA-

TION IN E-EXAMINATION 
 
In several human activities requiring controlled 
access and monitoring, the burden of insecurity 
has been relieved through the use of biometrics 
authentication strategies. Biometrics 
Authentication (BA) refers to the identification of 
humans by their physiological characteristics 
(such as fingerprint, face, DNA and hand print) 
and behavioral characteristics (such as 
signature, gait, voice and typing rhythm) [7]. With 
this approach, an individual is freed from 
memorizing username and passwords as well as 
carrying cards. Other advantages include 
accuracy, uniqueness, non-repudiation, 
universality and simplicity of enrolment. 
Fingerprint is one of the most commonly used 
biometrics authentication features simply 
because it offers a unique global identifier. It is 
highly considered to be unique, with no two 

fingers having exact dermal ridge characteristics. 
In addition, fingerprint enjoys high universality, 
collection rate, performance, permanence and 
distinctiveness. The dominance of fingerprint has 
been established by the continuous emergence 
of series of Automated Fingerprint Identification 
Systems (AFIS), which conduct activities ranging 
from fingerprint enrolment, creation of profile 
database, minutiae detection and extraction, 
pattern recognition and matching, error fixing and 
decision making [8-9].  
 
AFIS is currently used for guaranteeing 
transparency, safety and security during voting, 
operation of bank accounts among others. They 
are also used for controlling access to highly 
secured places like offices, equipment control 
rooms and centers and so on [10]. The recent 
employment and eventual widespread 
acceptance of electronic examination has also 
extended the application of fingerprint for human 
identity management. Challenging currently 
confronting e-examination include connived 
impersonation (an invigilator collude with 
fraudulent students to participate), transfer of 
security information (by genuine student to a 
fraudulent one) and login transfer (genuine 
candidate login and allow a fraudulent one to 
continue the examination on his behalf). 
 
The need to formulate counter measures against 
these foul practices had motivated several 
research works. The author in [11] presented a 
model for remote and electronic examination and 
invigilation of students during formal assessment 
by utilizing transparent authentication for a non-
intrusive and continuous verification of 
candidates’ identity during an examination 
timeframe. Though, technology evaluation 
demonstrates the feasibility of the model, further 
validation under stress is required as well as 
end-user survey of impact and overall usability. 
The authors in [1] developed a platform 
comprising of distributed firewall system for 
monitoring candidates’ actions during 
examination as well as a fingerprint biometrics 
solution for identity management of electronic 
examinations takers. The platform strengthens e-
examing security but its identification and 
network security policy specification remain 
under the control of the network/examination 
administrator. In [12-13], platforms that use web-
camera surveillance and fingerprint-based 
authentication for e-examination and attendance 
monitoring were proposed. The platform serve 
well in ridding impersonation and countering 
intrusion but any interruption (or failure) on the 
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part of the server may lead to authentication or 
monitoring error. The author in [14] proposed a 
fingerprint-based authentication framework for e-
examinations. The framework acts as a firewall 
against impersonations and unauthorized data 
upload as well as access to examination 
questions. The authors in [15] presented a 
theoretical model for live video monitoring and a 
bi-modal biometrics authentication for 
guaranteeing cheating-free summative e-
assessment in distance learning. The model 
offers real-time monitoring and significant 
reduction of foul play, but requires complex 
image and video processing to function. A multi-
modal biometrics and knowledge based 
authentication framework for student 
authentication in online examinations is proposed 
in [16]. Though the framework has potential for 
promoting security of online examination system, 
its usability, security, privacy and reliability 
aspect of the biometrics authentication in online 
examination have not been investigated. 
 
3. PROPOSED FINGERPRINT E-

EXAMINATION AUTHENTICATION 
SYSTEM 

 
The choice of fingerprint for the research is 
based on the fact that fingerprints stands out as 
the most popular biometrics mode for its 
uniqueness (no two people with identical print) 
and consistency (it may change in scale but not 
in relative appearance). It also enjoys high 
availability (it is naturally fixed on all individuals) 
and universality (possessed by every individual 

irrespective of gender, age or race) [17-20]. In 
addition, fingerprint is not forge-able, stole-able, 
misplace-able or forget-able and in cases of 
damages, it reproduces in short interval of time 
[21-22]. These strengths give an overridden view 
over some perceived limitations of fingerprint 
which include intrusiveness, susceptible to non-
condonable error rates (especially in cases of 
dryness or dirt on the finger skin) and demand for 
large memory. The proposed fingerprint 
authenticated framework for Computer-Based 
Examination (CBE) is conceptualized in Fig. 3 
with user interface, registration, verification, e-
examination and system database modules. The 
interface module facilitates visual interaction with 
the system while the registration module serves 
as the backbone for pre-registration of 
examination takers. 
 
3.1 Verification Module  
 
The verification module is conceptualized in Fig. 
4 and its flowchart is shown in Fig. 5. This 
module, handles the investigation of a 
candidate’s validity and legitimacy for the 
examination. The first phase of the investigation 
involves verification of the candidate’s fingerprint 
based on sequence of activities including 
enrolment, pre-processing, minutiae extraction 
and matching. Stages involved in pre-processing 
of live scan fingerprint image include 
smoothening and noise removal processes of 
ridge segmentation, normalization, orientation 
and frequency estimations, binirization and 
thinning [23]. 

  

 

 

Fig. 3. Proposed fingerprint authenticated CBE fram ework 
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Fig. 4. System fingerprint verification module 
 

 

Fig. 5. Flowchart of fingerprint and PIN-based 
investigation  

The feature extraction module extracts all the 
candidate minutiae points from the enrolled 
fingerprints (based on the formula presented in 
Equation 1) to obtain a template set.  
 

�� = �|���	 − ����|,   �� = ��

�

���
               (1) 

 
�� is the grey level value for the kth minutia in 
the 8-neighbourhood of the candidate minutia 
point. A template set is a bit strings-based 
synthesis of all the extracted minutiae from a 
fingerprint. Based on the algorithm proposed in 
[24], the matching sub-module matches the bit 

string template set with the pre-extracted sets in 
the template database. The matching score, �� 
for K and L fingerprint images is obtained from 
the formula: 
 

�� = �(|�(�) − �(�)|) ∗ ��(�)���
�

���
                (2) 

 
G(i) and H(i) represent the distance between the 
ith  minutia point and the core points in K and L 
minutiae sets respectively. If the size of the 
feature set for K is lesser than or equal to the 
size of feature set for L, then � is the size of the 
feature set for K otherwise � is the size of the 
feature set for L. 
 
The second part of the investigation focuses on 
further authentication of examination takers using 
PIN-based technology. 
 
3.2 Examination Module 
 
This module provides the platform for examining 
successfully authenticated candidates. 
 
3.3 Database Storage  
 
This layer serves as the backend for hidden and 
background operations. Apart from its querying 
capability, it houses candidates’ biodata and 
fingerprints as well as examination questions 
with expected and returned scores. 
 
4. EXPERIMENTAL STUDY 
 
An experimental study of the proposed platform 
was carried out in an environment characterized 
by Window 10 operating system on Intel dual 
Core T6400 processor with 2G RAM and 40GB 
hard disk. For simplicity, easiness and high 
speed, the system’s database was implemented 
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with Microsoft SQL server while a frontend 
comprising of C# on Microsoft.NET framework 
was used for robustness, easy programming and 
excellent database connectivity. Biometric based 
authentications were conducted for 500 selected 
students who participated in a presumed 
Computer Based Examination (CBE) of the 
Federal University of Technology, Akure, Nigeria 
(FUTA). Prior to authentication, 100 fingerprint 
impressions (consisting of 10 impressions each 
from 10 different scanners shown in Fig. 6) and 
other relevant data were collected from selected 
students, processed and stored in a designated 
database, whose extract is shown in Fig. 7. 
 

False Acceptance Rate (FAR) and False 
Rejection Rate (FRR) performances metrics 
were generated and used to evaluate the 
suitability of the proposed system. FAR 
represents the degree or frequency of which 
information from the fingerprint of one person 
inadvertently match those from fingerprint of 
another person. It basically describes the rate at 
which an impostor is validated, authenticated or 
accepted. For every subject, each of the 10 
fingerprints enrolled via each of the scanners, is 
matched with the other 4990 fingerprints of the 
same scanner to obtain the FAR. FRR basically 
describes the rejection of a genuine individual 

 
 

Fig. 6. Selected scanners used for fingerprint enro lments 
 

 
 

Fig. 7. Extract of database of selected students 
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and it is a measure of the matching failure 
frequency for fingerprints of the same finger. It is 
obtained by matching for all selected subjects, 
each of the 10 fingerprints with 9 other 
impressions of the same finger and scanner. The 
FAR and FRR values recorded for fingerprints 
from each of the 10 different scanners are 
presented in Table 1. An instance of FAR of 
0.00001 implies that not more than 1 out of 
100000 impostors or fake candidates is likely to 
be authenticated while 0.00000 implies no 
impostor or fake candidate is likely to be 
authenticated. Similarly, the FRR value of 
0.00018 and 0.00021 means a maximum of 18 
and 21 rejections or authentication failures will be 
recorded for 100000 genuine candidates for 
SecuGen PC Hamster Pro 20 and Dou/CL 
scanners respectively. The FAR recorded for 
matching each of the 100 fingerprints of the 
same finger (enrolled using ten scanners) with 
49900 images of other fingers is 0.0000101 while 
the FRR for matching each of the 100 
fingerprints with 99 other impressions of the 
same finger is 0.000231. The FAR value of 
0.00000101 shows that matching images 
obtained from different and same scanners does 
not lead to significant difference in FAR. The 
FRR value of 0.000231 implies a maximum of 23 
rejections or authentication failures will be 
recorded for 100000 genuine candidates. 
 
Table 2 presents the Acceptance (A) and 
Rejection (R) results for 10 authentication trials 
for the 500 selected subjects. The results show 
zero rejections in most cases and some few non-
zero rejections. The non-zero rejections are 

attributed to poor enrolment results, which makes 
feature extraction difficult and ultimately resulted 
in matching failure.  
 
To verify the efficiency of the system, a formative 
evaluation was conducted in line with some 
related indices. The view and responses of the 
five hundred selected subjects were investigated 
with the aid of a questionnaire on speed of 
operation, matching accuracy, ease of use, 
usefulness for authentication, anti fraud support 
and support for human experts. The indices were 
rated on a scale of 5, 4, 3, 2 and 1 for ‘Excellent’, 
‘Very Good’, ‘Good’, ‘Average’ and ‘Poor’ 
respectively. Table 3 presents the average index 
ratings for the 500 subjects while Fig. 8 presents 
the percentage equivalence (ratings). 
 

Table 1. FAR and FRR values for different 
sensors 

 
Sensor  FAR FRR 
SecuGen PC Hamster Pro 
20 

0.00001 0.00018 

SecuGen PC Hamster Pro 
Duo/CL 

0.00001 0.00021 

SecuGen PC Hamster Pro 
IV 

0.00001 0.00018 

SecuGen Hamster Plus 0.00000 0.00011 
Finkey Hamster II 0.00001 0.00010 
UareU4000 0.00002 0.00019 
USB HF6000 0.00001 0.00012 
Verifi P5100 0.00000 0.00011 
FS800 0.00001 0.00009 
Digital Persona URU4000B 0.00000 0.00017 

 

 
 

Fig. 8. Selected subjects’ index-based percentage r atings 
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Table 2. Acceptance and rejections results for auth entication trials for selected subjects 
 

Sensors Trials 
1 2 3 4 5 6 7 8 9 10 

A R A R A R A R A R A R A R A R A R A R 
SecuGen PC Hamster Pro 20 500 0 500 0 500 0 500 0 500 0 499 1 500 0 500 0 500 0 500 0 
SecuGen PC Hamster Pro Duo/CL 499 1 500 0 500 0 500 0 500 0 500 0 500 0 499 1 499 1 499 1 
SecuGen PC Hamster Pro IV 500 0 500 1 500 1 500 0 498 2 500 0 500 0 500 0 500 0 500 0 
SecuGen Hamster Plus 499 1 492 8 499 1 498 2 500 0 500 0 499 1 499 1 500 0 500 0 
Finkey Hamster II 500 0 491 9 497 3 500 0 497 3 499 1 500 0 500 0 500 0 499 1 
UareU4000 500 0 500 0 500 0 500 0 500 0 500 0 500 0 500 0 500 0 500 0 
USB HF6000 500 0 497 3 495 5 500 0 499 1 499 1 498 2 500 0 500 0 499 1 
Verifi P5100 500 0 500 0 499 1 499 1 500 0 500 0 500 0 499 1 499 1 500 0 
FS800 500 0 500 0 500 0 500 0 499 1 499 1 500 0 498 2 499 1 499 1 
Digital Persona URU4000B 500 0 500 0 499 1 500 0 500 0 499 1 499 1 500 0 498 2 499 1 
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Table 3. Average index ratings 
 

Index  Rating  
Speed of operation (SO) 3.98 
Matching accuracy (MA) 4.91 
Ease of use (EU) 4.53 
Usefulness for authentication (UA) 4.86 
Anti fraud support (AF) 4.87 
Support for human experts (HE) 4.21 

 
Fig. 8 reveals that all the indices enjoyed 
significant ratings with ‘Matching accuracy’ 
emerging as the most rated index of 98.2% 
followed by ‘Anti-fraud support’ and ‘Usefulness 
for authentication’ with percentage ratings of 
97.4% and 97.2% respectively. The implication of 
these values is that the subjects expressed their 
confidence in the system and excellently approve 
that it be used for the authentication of 
candidates for electronic-based examinations. 
The very high scores recorded for ‘Matching 
accuracy’, ‘Anti-fraud support’, ‘Usefulness for 
authentication’ and ‘Usefulness for 
authentication’ are all attributed to the system 
efficiency, friendliness, simplicity and 
consistency. The lower scores recorded for 
‘Speed of operation’ and ‘Support for                     
human experts’ are consequences of some 
occasional delays (due to multiple trials in cases 
of initial matching failures) experienced by the 
subjects.  
 
5. CONCLUSION 
 
The paper presented a fingerprint and PIN-based 
authentication framework for investigating the 
validity of an e-exam taker. The framework relies 
on suitable models for processing and matching 
of fingerprints. Experimental results show the 
functionality of the framework for different 
scanners as well as its capacity to deliver at very 
minimal error rates. Trials directed at surveying 
users’ acceptability established high 
performances in terms of speed, accuracy, ease 
of use, usefulness as well as security and 
support for human experts. Future research 
focuses on adopting a multi-modal approach 
(combining fingerprint with other biometrics               
such as face) for e-exam takers validity 
investigation with a view to securing higher 
reliability index and further lowering of the error 
rates. 
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